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Abstract 

The increase of cybersecurity threats poses a significant risk to the healthcare industry, 
specifically, healthcare organizations, pharmaceutical companies, and clinics. The increase in the 

development of smart medical equipment and mobile devices has made the healthcare industry 
increasingly vulnerable to ransomware, one of the most dangerous types of adaptable malware, 
intended to prevent entry to the system of an entity or establishment. These cybersecurity 

breaches consist of illegally obtaining healthcare data and ransomware events involving 
healthcare organizations. The healthcare industry has taken advantage of the rise of the digital 

revolution, resulting in unparalleled volumes of data. The healthcare industry is one of the most 
vital in the world, and thus, CEOs of healthcare organizations should adhere to proposed best 
practices to establish a strong cyberhygiene that facilitates the efficient distribution of 

confidential information in the face of these threats. This systematic review of the literature 
explores how healthcare organizations in the United States protect themselves from cyber-attack. 

EBook Collection (EBSCO), Google Scholar, MEDLINE, PsycINFO, PubMed, SocINDEX with 
Full Text, and ScienceDirect databases were sourced to answer this question. Identified themes 
include employee training, the need for a response plan, and strong data infrastructure. 
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Introduction 

     Healthcare organizations are particularly 

susceptible to cyber-attacks because of the 
confidential data they hold which is valuable 

to cyber thieves (Thamer & Alubady, 2021). 
According to Spence et al. (2018), 
“Cybercriminals have begun to target the 

healthcare industry with ransomware, 
malware that encrypts an infected device 

and any attached devices or network drives” 
(p. 2). This healthcare information contains 
private and protected data, which can also 

include bank card and checking account 
details, classified data such as patient 

identification numbers, and scholastic 
research related to therapeutic exploration 
and revolution. Ransomware attacks within 

the healthcare setting have intensified in the 
past eight years (Thamer & Alubady, 2021). 

Many more facilities have recently suffered 
from the consequences of these attacks 
further highlighting the importance of 

cybersecurity.   
 

     Practitioners and information specialists 
are often not required to know the intricacies 
of ransomware attacks which can worsen the 

challenges they present to healthcare 
organizations. I argue here that the medical 

community must put cybersecurity first so 
that both patient and medical records are 
kept safe and confidential. While many 

institutions encounter cyber-attacks, the 
landscape of the healthcare sector presents a 

distinctive task as the need to prevent not 
only monetary damage but also patient 
confidentiality comes into play. 

Ransomware is a particularly egregious type 
of malware for clinics to encounter, and this 

potential patient data breach put healthcare 
organizations at security risk. Calder (2021) 
stated, “Someone in the UK’s National 

Health Service clicked a link in an email. 
Within hours, healthcare organizations, 

surgeries, and offices across the country 
were being shut out of their own systems,  

 
causing delays to critical healthcare” (p. 7). 

As 2021 comes to an end, cyber-attacks 
have affected healthcare practices globally 

to how they did in 2020, with a plethora of 
ransomware attacks and a variety of 
phishing operations intended to provide 

hackers a grasp on the healthcare system. 
Ransomware ruled the world by affecting 

numerous corporations and healthcare 
operations. Healthcare facilities have 
become the greatest target of cyber-attacks 

over the past couple of years as 
cybercriminals continue to understand their 

vulnerabilities and the likelihood of these 
organizations to pay the ransom owed for 
stolen private information. Because 

cybercriminals are constantly changing their 
techniques, healthcare facilities need to 

continuously adopt the best defense tactics. 
 
 

Problem 

     Healthcare practices are key targets for 

medical documentation theft because they 
lag at the tail end of other industries in terms 
of safeguarding crucial data. According to 

Burrell et al. (2021), “Despite its 
improvements to clinical outcomes and 

patient care delivery, interconnection 
presents unique cybersecurity 
vulnerabilities” (p. 21). The healthcare 

industry faces a substantial risk related to 
these attacks because it maintains so much 

confidential medical information. 
Ransomware attacks are usually carried out 
across multiple healthcare systems in large 

email phishing operations (Burrell et al., 
2021). Clinics are a major focus point for 

these operations because they often do not 
upgrade their digital record-keeping systems 
or conduct frequent assessments to avoid 

modern risks and vulnerabilities (Burrell et 
al., 2021). This lack of precaution can 

majorly affect a patient’s health; for 
example, the use of equipment that operates 
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on outdated computer software may not 
provide timely updates about patient vitals, 

which can lead to harmful or potentially 
fatal incidents (Burrell et al., 2021). Clinics 

also may not employ infrastructure updates 
to their installed equipment, leaving room 
for further risk. Additionally, yearly security 

risk evaluations that all healthcare entities 
are subject to are often insufficient, as there 

is not specific assessment methodology 
prescribed for these evaluations (Burrell et 
al., 2021). Each organization is left to design 

their own annual risk assessment, meaning 
that organizations may overlook important 

risk assessment activities. Clinics are again 
at particular risk for assessment 
insufficiency, as they may not employ 

designated IT professionals to manage their 
risk assessment process (Burrell et al., 

2021). This vulnerability could be addressed 
by employing additional cybersecurity 
analysts to keep abreast of daily operations 

assignments to ensure systems  are always 
protected from vulnerabilities. Ransomware 

attacks by cybercriminals have become a 
billion-dollar business (Calder, 2021). Data 
integrity is vital at all stages of healthcare 

confidentiality, risk insurance, and medical 
system safety requirements. Many 

physicians are unfamiliar with 
cybersecurity. They may also lack the 
necessary supplies, budget, knowledge, and 

infrastructure to properly prepare for cyber-
attacks (Calder, 2021). Standard defense for 

healthcare institutions should be to apply 
zero trust outside institutions and to create 
an ever-growing collection of system 

security restrictions. 
 

Consequences 

     Ransomware attacks on a healthcare 
corporation may influence other aspects of 

the organization besides patient information 
security. Mohanta et al. (2018) stated, “All 

kinds of ransomware can affect an 
organization badly” (p. 108) and expose the 

ways in which a firm is not prepared against 
an attack. Planning for malware assaults 

should help reduce an organization‘s 
security risks. Clinics and health systems 

that have been incapable of retrieving 
patient data caused by an attack may not be 
able to undertake the necessary protocols 

and therefore miss a significant moment in 
saving a patient’s life (Mohanta et al., 2018). 

 
     The losses healthcare companies face 
from cyber-attacks can be categorized into 

two classifications: functional and human 
factors. Functional costs involve recouping 

money lost from ransomware attacks, which 
can take a substantial amount of time to 
recover from as every computer terminal 

needs to be re-examined and evaluated 
(Mohanta et al., 2018). Human factors focus 

on the correlation between individuals and 
information systems. People frequently 
forget that cybersecurity issues require an 

understanding of human behavior, as 
employees must be influenced to follow 

security protocols for those protocols to be 
effective (Corradini, 2020). The human 
element has historically been indicated as 

the most vulnerable spot in IT security, and 
it continues to be the weakest component in 

the process between the computer and the 
transmission of secure data (Corradini, 
2020; Pollini et al., 2021). Cybersecurity 

focuses not only on technology, but also 
considers how human behavior impacts 

information systems. Functional costs can 
vary from litigation for the failure to protect 
confidential data or an inattention stemming 

from a ransomware incident. The 
consequences of one of these incidents can 

be long lasting if credibility is not quickly 
restored within an organization. Without up-
to-date and complete access to patient 

medical records, errors can occur, and 
treatment may be inadequate. Many errors 

that can lead to a breach of cybersecurity are 
the result of employee behaviors and other 
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organizational factors. Individuals who 
experience employee burnout may forget 

their passwords, particularly if they are 
complicated (Pollini et al., 2021). Stress and 

long working hours can affect staff behavior 
and the efficiency of operations.   
 

Impact 

     The healthcare industry is a key target for 

ransomware because of the value of patient 
data in organizations’ custody and the 
profits records may produce in underground 

markets. In 2015, cyber-attacks cost 
companies $325 million worldwide, which 

increased to $20 billion in 2021 (Calder, 
2021). Ransomware incidents continue to 
target larger and midsized healthcare 

organizations at an increasing rate (Thamer 
& Alubady, 2021). Criminals continue to 

invest time in developing spyware devices to 
enhance their potential manipulation of 
systems. Ransomware could completely shut 

down organization functions, which would 
affect patients and businesses alike. The 

United States healthcare organizations that 
were attacked in 2019 were prepared to 
suspend all their normal, planned scheduling 

and procedures until they were fully 
functional again (Weiner, 2021). During this 

time, affected patients were dispatched to 
other clinics in the vicinity to obtain the 
healthcare they needed which initiated an 

additional economic loss (Weiner, 2021).  
 

     Healthcare organizations are faced with 
the challenge of trying to protect 
individuals’ specific information from 

cybercriminals. Phishing and email attacks 
are among the most common way cyber 

criminals attempt to gain access to a system 
(Boutwell, 2020). This happens frequently 
in the healthcare industry where patients 

have individual email accounts and may be 
less versed in cyber security than healthcare 

employees (Boutwell, 2020). However, 
given that the healthcare enterprise lingers at 

the rear of other standardized businesses in 
cybersecurity, workers may also not be 

suitably educated on how to rebuff phishing 
scams (Boutwell, 2020). This lack of 

employee understanding is critically 
important to healthcare companies, as the 
information processing systems within these 

institutions are by no means designed to 
appropriately prevent malware from email 

or networks within the data systems 
(Boutwell, 2020). The number of court 
disputes can also increase as a result of virus 

incidents because private information can be 
jeopardized while being cryptographed by 

security companies hired to prevent future 
attacks (Grimes, 2020). Despite this risk, 
information security companies still receive 

many requests to increase information 
protection from the healthcare industry. 

 
     Parenty and Domet (2019) noted, “A 
commonly used control to prevent phishing 

attacks and, more broadly, the introduction 
of malicious software into a corporate 

environment is security awareness training” 
(p. 13). However, healthcare organizations 
usually do not concentrate on cybersecurity 

awareness, choosing instead to focus on 
HIPPA conformity (Parenty & Domet, 

2019). However, this leads to gaps in 
employee cyber awareness, and means that 
even new healthcare information systems 

are vulnerable as cyber criminals quickly 
evolve new techniques to breech system 

protections. 
 
Attacks 

     Although no organization is fully 
protected from ransomware attacks, 

healthcare institutions are especially 
susceptible for a few reasons. Scott (2015) 
stated, “Healthcare organizations are 

required to update their legacy software 
periodically to stay ahead of newer security 

threats and avoid theft and breach of patient 
data” (p. 10). However, staying ahead of 
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attackers is becoming increasingly difficult, 
as computer-generated bots are becoming 

extremely sophisticated and can generate a 
swift and effortless payment for the 

cybercriminal (Scott, 2015). When 
confronted with an unparalleled cost of 
admission to their health archives, 

infrastructure systems, and information 
related to medical devices, healthcare 

organizations can feel obligated to 
recompense a substantial payoff to the 
attackers to reestablish normal processes, 

safeguard the security of patients, and 
maintain their civic image. Healthcare 

facilities transitioned to computerized 
record-keeping later than other companies, 
the majority of which transitioned to 

automated data systems between 2009 and 
2015 (Parenty & Domet, 2019). In numerous 

examples, security tools and practices 
continue not to be employed, which causes 
delays in care services for patients. 

Healthcare institutions would benefit from 
an intervention that addresses a broad 

selection of technological devices. Several 
associated medical devices, including 
imagery apparatuses, embryonic screens, 

and intravenous monitors, are obsolete 
technologies that appeal to cybercriminals. 

 
Methods 

     The research question this study sought 

to answer is: How do healthcare 
organizations in the United States protect 

themselves from cyber-attack? To answer 
this question a comprehensive systematic 
review of literature was conducted utilizing 

several databases. These databases included: 
EBook Collection (EBSCO), Google 

Scholar, MEDLINE, PsycINFO, PubMed, 
SocINDEX with Full Text, and 
ScienceDirect. This search included the 

combination of the following key words and 
phrases: healthcare organizations, clinics, 

hospitals, cyber-attack, risk reduction, and 
prevention. The reference list for all articles 

that were within inclusion criteria were 
individually reviewed for additional 

information about the literature that may not 
have been found in the databases.  

 
     The inclusion criteria included: 1) articles 
that were peer reviewed, 2) articles 

published in the English language, 3) 
articles explored how healthcare 

organizations in the United State protected 
themselves from cyber-attack 5) articles 
published within the last 10 years. The intent 

was to give the most updated research about 
how cyber-attack risk can be reduced among 

healthcare companies in the United States. 
Some selected articles were published prior 
to 2011, but they were included to provide a 

comprehensive view of the available 
research. Documents that were not published 

in English, non-peer reviewed articles, and 
literature that did not include relevant search 
terms were excluded. 
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Table 1 

  Articles included in this Study 
Authors, Year                     Purpose Participants Study Method                                    Results 
Kruse et al., 2017 The objective of this systematic 

review is to identify cybersecurity 
trends, including ransomware, and 
identify possible solutions by 
querying academic literature. 

31 articles Systematic 
review of the 
literature  

Healthcare should clearly define cybersecurity duties; 
establish clear procedures for upgrading software and 
handling a data breach, use VLANs and de-
authentication and cloud-based computing, and to train 
their users not to open suspicious code. 

 
Kamerer & 
McDermott, 2020 

 
To summarizes areas of 
cybersecurity that directly relate 
to the role of the nurse as well as 
provide recommendations for 
curricular inclusion of measures to 
prevent or respond to a cyber-attack 
and mitigate the harm to patients and 
healthcare organizations. 

 
26 articles 

 
Systematic 
review of the 
literature 

 
Implement cybersecurity curriculum for nurses in 
healthcare organizations using electronic health 
records.  

 
Jalali et al., 2019 

 
To identify gaps in research 
concerning cybersecurity response 
plans in healthcare. 

 
13 articles  

 
Systematic 
review of the 
literature 

 
Common recommendations include construction of an 
incident response plan, an information security policy 
to act as a deterrent, and involvement of key personnel 
within the organization. 

 
Nifakos et al., 
2021 

 
To identify commonly encountered 
factors that cybersecurity postures of 
a healthcare organization, resulting 
from the ignorance of 
cyber threat to healthcare. 

 
70 articles 

 
Systematic 
review of the 
literature 

 
There is the need to adopt cyber hygiene practices 
among healthcare professionals while accessing 
social media platforms. 

 
Spence, 2018 

 
To examine recent ransomware 
infections in healthcare settings, the 
liabilities and cost associated with 
such infections, and discuss possible 
risk mitigation tactics. 

 
29 articles 

 
Systematic 
review of the 
literature 

 
Results showed that if a ransomware attack is 
successful, healthcare providers can face substantial 
financial and even clinical consequences. Proper risk 
mitigation and disaster recovery are crucial to reduce 
costs and the likelihood of data loss. 
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Walker-Roberts et 
al., 2018 

To ascertain the existing 
technological capability to mitigate 
insider threats within computer 
security systems. 

18 articles Systematic 
review of the 
literature 

The effectiveness of security measures varies 
significantly. No solution is able to totally mitigate an 
insider threat. 

 
Blanke & 
McGrady, 2016 

 
To describe health care breaches of 
protected information, analyze the 
hazards and vulnerabilities of 
reported breach cases, and prescribe 
best practices of managing risk 
through security controls and 
countermeasures. 

 
Three 
healthcare 
companies that 
experienced 
data breaches             

 
Case study  

 
The health care sector has the largest number of 
reported breaches, with 3 major types: portable device, 
insider, and physical breaches. Analysis of actual cases 
indicates security gaps requiring prescriptive fixes 
based on “best practices.” 

 
Coventry et al., 
2020 

 
To identify the drivers behind 
insecure cyber behaviors prevalent 
within healthcare. 

 
50 staff at three 
healthcare sites 

 
Semi-
structured 
Interviews 

 
Thematic analysis revealed four key facilitators of 
insecure behavior: Lack of awareness and experience, 
Shadow working processes, Behavior prioritization and 
Environmental appropriateness. 

 
Argaw et al., 2020 

 
To identify challenges cyber security 
experienced by hospitals and 
identify potential mitigating factors. 

 
Three 
healthcare 
companies that 
experienced 
data breaches             

 
Case study 

 
A risk-based approach is recommended, beginning 
with the identification of at-risk IT assets, followed by 
management of tradeoffs between risks and benefits, as 
well as different types of risks. 

 
He et al., 2021 

 
To identify key cybersecurity 
challenges, solutions adapted by the 
health sector, and areas of 
improvement needed to counteract 
the recent increases in cyberattacks. 

 
56 articles 

 
Systematic 
review of the 
literature 

 
Four themes were observed across the selected 
literature: (1) health sector condition changes due to 
COVID-19, (2) health care cyberattacks during the 
COVID-19 pandemic, (3) health care cybersecurity 
challenges, and (4) health care cybersecurity controls. 
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Results 

     There were several themes identified in 

the literature included in this study. Those 
themes include employee training, the need 

for a response plan, and strong data 
infrastructure. 
 

Employee Training 

     Nine of the ten studies included in this 

review indicated that employee training was 
a key component of how healthcare 
organization in the United States protected 

themselves from cyber-attack. Studies 
contributing to this theme often indicated 

that employees were the weakest link in IT 
infrastructure, and without proper training, 
were likely to introduce threats into 

healthcare organizations’ systems. For 
example, Spence (2018) said, 

 
Users have been identified as the 
weakest link for hackers, and user 

education as well as adequate 
detection of policy violations have 

the potential to make a significant 
difference in deterring risky end user 
behavior that makes a network 

vulnerable to attack (p. 7). 
 

     Kruse et al. (2017) reported findings very 
similar to Spence’s (2018). Kruse et al. 
(2017) said, 

 
The most stressed security technique 

in the literature is proper employee 
training. Most security breaches are 
caused by employees accessing 

malicious files and most HIT 
security systems will not stop those 

kinds of breaches (p. 7). 
 
     To address the threat of employees 

allowing access to data systems, Jalai et al. 
(2019) recommended that, “Regardless of 

the size of a healthcare organization, all key 
personnel must be educated on the 

importance of information security, with an 
emphasis on response” (p. 83). Like Jalai et 

al. (2018), Kamerer and McDermott (2020) 
recommend healthcare organizations 

institute employee training. However, 
Kamerer and McDermott (2020) specifically 
recommended nurses be the recipients of 

this training, due to their high-level of 
access and contact with patient records. 

Kamerer and McDermott (2020) said, 
 

The financial and personal 

repercussions to patients due to 
breaches in PHI are significant. 

Healthcare organizations and 
employees suffer from cybersecurity 
threats and breaches. Because nurses 

play such an integral part of 
protecting patient PHI, healthcare 

technology is an integral part of their 
professional role. While educational 
programs may be one way to begin 

incorporating this curricular content, 
experienced practicing nurses may 

remain unaware of these important 
concepts related to cybercrime and 
cybersecurity (p. 52). 

 
Need for a Response Plan  

      Five of the ten studies included in this 
review indicated that healthcare 
organizations in the United States could 

protect themselves from cyber-attacks by 
creating a strong breech response plan, and 

that plan should be practiced to ensure it can 
be implemented effectively. Argaw et al. 
(2020) put this plainly by saying, “As 

cyberattacks have become increasingly 
frequent and consequential in recent years, 

health facilities should prepare an incident 
response and business continuity plan” (p. 
6). Blanke et al. (2017) also indicated that a 

response plan was critical in ensuring cyber 
threats could be eliminated effectively 

before there was a breach of sensitive 
patient data. However, Blanke et al. (2017) 
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also found that many organizations did not 
have such a plan: 

 
The digital era introduces an 

additional type of hazard and 
vulnerability to health care 
organizations that requires as much 

continuity planning as natural 
hazards. Yet half of the respondents 

in the Ponemon survey have little or 
no confidence that their organization 
has the ability to detect patient data 

loss or theft (p. 22). 
 

     Like Blanke et al. (2017), He et al. 
(2021) also found that while critical, 
response plans were often overlooked in 

organizations. He et al. (2021) 
recommended that organizations could 

reduce their risk by employing strong 
incident response plans. He et al. (2021) 
said, 

 
There is a lack of understanding of 

security risks and its impact on 
organization-wide risk management, 
such as impacts on patient care and 

clinical outcomes. The health sector 
lacks a matrix that can translate the 

strategic improvement needs of a 
health care system into prioritized 
information/cyber improvement 

needs. Schwartz et al identified that 
there is a lack of appreciation among 

health care executive management 
staff of the business risk impacts of 
cyber breaches (p. 8). 

 
Strong Data Infrastructure  

     Five of the three articles reviewed in this 
study indicated that a strong data 
infrastructure was a critical way that 

healthcare organization in the United States 
protected themselves from cyber-attack. 

Jalai et al. (2019) indicated that part of 
having strong data infrastructure involved 

establishing effective information security 
policies and employing security measures to 

protect data. Jalai et al. (2019) said,  
 

There are many benefits to having a 
good information security policy in 
place. Most importantly, clearly 

defined security measures deter 
computer abuse and establish 

compliance. These policies need 
significant backing to be successful; 
this means support from 

management and the allocation of 
necessary funding (p. 83). 

 
     Despite the importance of a strong data 
infrastructure, Nifakos et al. (2021) 

indicated that many organizations were 
operating out of date systems that were not 

regularly updated with new and improved 
security features. These makeshift systems 
left organizations open to attack.  

 
However, it is noted that several 

healthcare organizations are 
muddling through cybersecurity 
measures, due to the size and 

complexity of operations, coupled 
with the presence of numerous 

legacy and stand-alone systems. This 
is cited as the main difficulty in 
implementing effective cybersecurity 

measures. The authors noted that the 
healthcare organizations have 

adopted the approach, ‘if it ain’t-
broke-don’t fix it’ among the senior 
healthcare management (Nifakos et 

al., 2021, p. 11). 
 

     Walker-Roberts (2018) also found that 
having a strong data infrastructure was a key 
component to preventing cyber-attack. In 

their systematic review, Walker-Roberts 
(2018) posited that organizations may be 

looking to strengthen their data 
infrastructure through the use of predictive 
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modeling. This predictive modeling is one 
example of the changing landscape of data 

security and highlighted how implementing 
new technologies to ensure an up-to-date 

system was an important component of 
preventing cyber-attack. Walker-Roberts et 
al. (2018) stated: 

In recent years, it is apparent that 
there is an increasing trend within 

the literature towards predictive 
behavioral modelling to identify 
early malicious activity before a 

catastrophic data breach, though it 
will be clear that these behavioral 

systems take time to work and are 
therefore inappropriate in dealing 
with zero day or other novel inside 

threats. 
 

Discussion  

     Liska and Gallo (2017) stated, 
“Ransomware is not simply a security and 

financial matter; it may be a reporting matter 
as well, depending on the regulations that 

govern the industry of victim organization” 
(p. 20). Data stored in healthcare facilities 
have shifted extraordinarily. The growth in 

technology and its transparency over the 
past few years has given healthcare 

organizations the capability to warehouse 
patients’ data digitally. The influence of 
ransomware on healthcare and financial 

systems will remain if attacks continue to be 
a profitable enterprise. There is no 

indication from cyber thieves thus far that 
they are reducing their pace of attacks 
(Thamer & Alubady, 2021). Executing the 

groundwork for a cyber incident signifies 
readying an organization and its system to 

sustain it. Healthcare facilities should invest 
in unique, innovative, and cost-effective 
products that will assist in defending their 

systems from malware. An example of this 
is Walker-Roberts’ (2018) finding that 

predictive modeling is becoming 
increasingly important in the data security 

landscape for healthcare organizations. 
However, despite some promising 

improvements, gaps in cybersecurity remain. 
According to Parenty and Domet (2019), 

“Many directors have told us that 
cybersecurity is daunting, if not 
overwhelming. They feel as if they’re 

making investment decisions without 
reliable data and don’t fully understand the 

capabilities of cybersecurity technologies” 
(p. 30). Recovering from a data breach 
requires a substantial amount of time and 

skill to ensure that systems are operating 
accurately and successfully again. This 

finding of the literature is supported by the 
findings of this study, which include that the 
establishment of strong response plans is 

critical to preventing data loss due to cyber-
attack.  

 
     Another finding of this study was that 
employee training was an important 

component in preventing cyber-attack. A 
prerequisite is the employee, needs to 

practice in real-time. This practice should be 
combined with security professionals who 
conduct assessments and testing in big 

groups given the size of the organization can 
support large groups. Pettit (2017) stated, 

“Ransomware can encrypt computer files 
until a ransom is paid to unlock them and 
may include not only the encryption of user-

generated data files but may include server 
or workstation operating system files such 

that the server or computer is rendered non-
functional” (p. 10). Though institutions 
consider their options before a decision is 

made, to prevent further destruction from 
ransomware, some businesses may choose to 

pay the ransom outright. This further feeds 
the business of cybercrime and encourages 
attacks to continue. 

 
Recommendations 

     Healthcare administrations must offer 
cybersecurity education to the same degree 
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that they offer education about the Health 
Insurance Portability and Accountability Act 

of 1996 (HIPAA). Scott (2015) indicated, 
“Digital healthcare data such as PHI must be 

protected, since health information often has 
to be shared externally with providers, 
insurers and other third parties who, in turn, 

can forward it to other parties” (p. 4). 
Consequently, cybersecurity ought to be 

considered as important as HIPAA since 
without proper security measures, patient 
confidentially may be breeched in addition 

to the exposure of financial information. 
Executives ought to provide necessary 

training to teach the medical workforce 
about cybersecurity vulnerabilities to ensure 
that teams are prepared for cyber-attacks. 

Further, health organizations must recognize 
the value of acquiring the essential expertise 

needed to identify these cyber incidents and 
know the steps to take to prevent and report 
the attacks. Healthcare executives must 

highlight the significance of cybersecurity 
awareness to employees with the goal of 

diminishing the loss suffered when patient 
data is compromised. The cyber industry 
changes constantly, and thus healthcare 

financial statements must continuously adapt 
and have the capacity to change swiftly and 

effectively (Thamer & Alubady, 2021). For 
organizations to prepare for these 
complications, their cybersecurity plans 

must be sufficient to deliver all required 
training. Ransomware has affected countless 

businesses and healthcare facilities. The 
executive team must be completely engaged 
in the development and implementation of 

these training obligations. There must be a 
total organizational commitment to training 

employees and implementing appropriate 
system defenses for these attacks otherwise 
the organization will not be able to mount a 

successful defense. 
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